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Scope

This document describes the technical controls Votriz uses to protect customer data, isolate tenants, and resist
common attack classes. Everything below maps to runtime evidence in the platform — auditors can confirm
each claim against / securi ty/i sol ati on-proof and scri pts/pre_prod_validation. sh.

1. Data isolation (three layers)

Layer 1 — Application
+ Every authenticated request derives or g_i d from the JWT, never from request body or query parameters.

+ Every database query filters by or g_i d; this is enforced by code review and by pre_prod_val i dati on. sh
which provisions two isolated orgs and asserts that org B cannot read, write, or infer any of org A's data
across every tenant-scoped endpoint.

* The architectural invariant is documented in CLAUDE. nd (section "Security Invariants") and treated as
inviolable.

Layer 2 — Database (RLS)

+ PostgreSQL Row-Level Security is enabled on the nine tenant-scoped tables: br ands, channel s,
cont ent _queue, publ i shed_post s, emai | _subscri bers, ermai | _canpai gns, emai | _sends, nmenti ons,
presence_i nci dents.

+ Each table carries an isolation policy of the formorg_i d: : text =
current _setting('app.current_org_id, true).

+ The connection role currently bypasses RLS (bypassr | s=t ). The policies are deployed inert until the
application moves to a non-superuser role and sets app. current _org_i d per request. This is honestly
reflected in the / security/i sol ati on- proof output.

Layer 3 — Infrastructure (Enterprise option)

+ Dedicated database schemas or separate PostgreSQL instances are available for Enterprise customers as
part of the contract.

« Per-org encryption keys (planned) — currently the platform uses a single AES-256 Fernet key for OAuth
tokens.

2. Encryption
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Layer Standard Key custody

In transit (public) TLS 1.3 Cloudflare-managed

In transit (internal) Isolated container network n/a

At rest (database) Volume-level encryption Infrastructure layer

OAuth tokens (per-row) Fernet (AES-128-CBC + Hardware-backed secure storage
HMAC-SHA256) (HSM)

JWT signing HS256 Hardware-backed secure storage

(HSM)
Backups Storage-layer encryption Provider

All API keys (Anthropic, OpenAl, fal.ai, Resend, Stripe, etc.) live in hardware-backed secure storage and are
namespaced per service. They are never stored in code, configuration files, or anywhere reachable from the
runtime container's writable filesystem.

3. Access control (RBAC)

Five built-in roles ranked by privilege: owner > admin > manager > editor > viewer. The menber legacy alias
maps to editor's permission set for back-compat.

+ 40+ wildcard-aware permissions across 20 resource types (br ands. *, enai | . canpai gns. send,
audi t _| og. export, etc.).

« Brand-level scoping for managers and editors via user s_br and_access. Owner and admin have implicit
access to every brand in the org.

+ Per-user permission overrides via user _per ni ssi on_overri des for fine-grained exceptions.

+ Custom roles for Enterprise tier via cust om r ol es.

The role-based layer is enforced through the r equi re_per ni ssi on() FastAPI dependency on every mutating
route. Live coverage is inspectable in the ser vi ces/ per mi ssi ons. py ROLE_PERMISSIONS map.

4. Audit logging

+ Append-only security_audit_| og table with an immutability trigger (prevent _audit _nodi fi cati on())
that raises on UPDATE and DELETE — even from the database superuser.

+ Every authenticated action records: org_id, user_id, user_email, user_role, ip_address, user_agent, action,
resource_type, resource_id, details (JSONB), request_id, session_id, created_at.

* Queryable via GET /audi t/| og, exportable via / audi t /| og/ export ?f or mat =csv| j son, summarised via
[audit/| og/ sumary.

« 7-year retention target, aligned with SOC 2.

5. Al safety

+ Human-approval gate on every published piece of content. Ghost Presence (autonomous mode) is opt-in
per org and uses a configurable confidence threshold; "critical" brand-monitor incidents always route to
human review regardless of score.
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Customer data is not used to train, fine-tune, or improve any Al model. All inference goes through
Anthropic's API, whose contract excludes API data from training corpora.

Prompt-injection defense via ser vi ces/ pronpt _guar d. py (pattern-matching on common jailbreak markers)
for the support chatbot and any other free-form user-input — LLM path.

PII redaction layer (ser vi ces/ pi i _redact or. py) for chatbot and email-personalization paths. Not applied
to the lead generator, where extracting public business contact information is the explicit job.

. Operational security

Container images rebuilt from source on every deploy (no long-lived snapshots that drift from gi t HEAD).

Secrets injected at container start from hardware-backed secure storage. The secure-storage layer is the
only authoritative source of production credentials.

Operator access is gated by an encrypted VPN tunnel; no port-forwarded shell access on the public internet.

pre_prod_val i dati on. sh runs before every production deploy and blocks merges if multi-tenant isolation
regresses.

dai l y_metri cs. sh provides a one-glance health/usage snapshot for morning operations.

. Incident response

See Al _| NCI DENT_RESPONSE. nd for the full severity ladder and playbook. Headline: P1 (data breach) —
15-minute notification to Al Safety Officer, 4-hour customer notification, 72-hour public report.

8. Verification endpoints

Endpoint Auth Purpose

GET any user Live three-layer isolation evidence
/securityl/isol ation-proof

GET /security/posture owner / admin Compact dashboard summary

GET /audit/log owner / admin Searchable audit feed

GET /audit/| og/ export owner Bulk CSV / JSON download

GET /audit/| og/ sumary owner / admin Aggregates for compliance card
9. Roadmap

Q3 2026: third-party penetration test
Q4 2026: SOC 2 Type | attestation

Q4 2026: Move application connection role off vot ri z superuser - activates RLS enforcement live in
production

Q2 2027: SOC 2 Type Il attestation
2027:1S0O 27001 + 1SO 42001 (Al management systems)
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